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Abstract

Let IF, be the finite field with p elements, and let F (X) [IHp[X] be
a square-free polynomial. We show that in the ring R = IF,[X]/F (X)),
the inverses of polynomials of small height are uniformly distributed.
We also show that for any set L [R of very small cardinality, for
almost all G [CR the set of inverses {(G + )™ |f L} are uniformly
distributed. These questions are motivated by applications to the
NTRU cryptosystem.
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1 Introduction

Let p= 3 be a prime number, and let 5 be the nite eld with p elements,

Let F(X) [H,[X] be a xed square-free polynomial of degree.

Denote byR the polynomial ring F,[X ]=F(X). For any integerh in the range
0= h<=(p—1)=2, let R(h) be the subset ofR consisting of polynomials of
the form

f(X)= fo+ X + 104 f XL Ifo] < h; =0;::;n—1
For a given setL [CRland a polynomialG [CH, we denote byl g the set of

\shifted" polynomials {G + f |f [LI}.

For an arbitrary set S [CR], we denote byS~the subset of invertible poly-
nomials in S. In particular, R5'R(h)=and L5 denotes the set of invertible
polynomials in R, R(h) and Lg, respectively.

For a polynomial f [CR%'we denote byf Hts inverse in the ring R, that is,
f His the unique polynomial of degree at most—1 such thatf (X)f ¥X) =1
(mod F(X)).

Recall that the cardinality of R™s given by an analogue of th&uler function

R —
IR=p" (@ —p™); (1)
=1
whereng;:::;n, are the degrees of the = 1 irreducible divisors ofF (X ). In

(hence also folRY) are given in [6]; see also Section 6.5 of [1] and Section 7.5
of [5].

In this paper, we show that the inverses of polynomials iflR(h)~are uni-
formly distributed provided that h = pt/2*¢, We also show that for almost
all G [R, the inverses of polynomials il are uniformly distributed, even
for sets L of very small cardinality. These questions are motivated bwp-
plications to the recently discoveredNTRU cryptosystem [2], whose public
keys are related to inverses of polynomials from certain weispecial sets.
In particular, it is important to show that these inverses lak and behave
like \random" polynomials from R, since the message concealing properties
of NTRU rely on this assumption. Unfortunately, the sets of plynomials
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involved in NTRU seem to be too \thin" to be covered by the techiques
presented here. Nevertheless, we hope that our results mayegsome insight
into this problem. Moreover, the original scheme of NTRU carasily be
modi ed to work with sets of polynomials for which our resuls do apply in a
direct way. We remark that the aforementioned property of NRU polyno-
mials has never been doubted in practice, but obtaining rigous theoretical
results remains a very challenging problem.

Our main tools are bounds of character sums in the rinR. We reduce the
problem of estimating these sums to bounds for Kloostermamrms [3] and
for more general sums with rational functions over nite ets [4].

Acknowledgement. We thank Je Ho stein, Dan Lieman and Joe Sil-
verman for attracting our interest in this problem and for many fruitful
discussions.

Work supported in part, for W. B. by NSF grant DMS-0070628 andor I. S.
by ARC grant A69700294.

2 Character Sums

Let F(X) = Fy(X):::F(X) be the complete factorization ofF (X) into
irreducible factors. Since- (X)) is square-free, all of these factors are pairwise
distinct.

Recall that F,[X]=G(X) +-H,m for any irreducible polynomial G(X) [1

and denote

Kj=F i =Fy( ;) HRXI=F(X); (2)
wheren; = degF;. For eachj, let
nj
Trj(z) = zP
k=0

be the trace ofz [ Kl; to F.

For eachFj, there are at most (2 + 1) "~ polynomials f [CR which are
divisible by F; (indeed, given then — 1 highest coe cients of f , the constant
term is uniquely determined since;|f ). Consequently, we obtain that

(2h+1)"—n2h+1)"! < |R(h)F< 2h + 1)™ (3)
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We also denote byA the direct product of elds
A=K x::xK,:
Then we have natural isomorphisms
RLKL x:::xK, = A; REEKI & xKE AY (4)

—1
a(f)= e(Tr;(&f ( 5); f [R;
j=1

where

e(z) =exp(2 iz=p):
It is easy to see that{ ,|a A} is the complete group of additive characters
of R. In particular, for any polynomial f [H, we have

L1
0 if f §0;

1 a
a(f)= it f =0: ®)

N
alAl p
Our main results rely on upper bounds for the character sums

1 I II 1
f [R(h) GIRIFICE’

-+

To estimate these sums we need the identity (see Exercisedlih Chapter 3
of [7])

1
o} E— i -
e(cu) = 0 fug0 (modp);

(6)

0 p fu=0 (modp);
which holds for any integeru, and the inequality (see Exercise 11.b in Chap-
ter 3 of [7]) -
o SRl U 1 @
= e(cu=p(l+inp); (7)
¢=0 'u=—h

which holds for any integerh in the range O< h < (p— 1)=2.
We also need the following simple statement.
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ngt 1
cfy =
0

I 1
Trj (Bf ( 5))

v= j=1

for all polynomials

f(X)=fo+ f X + 00+ o X" [R:

Proof. Because the trace is a linear mapping, the identity of the tlegem is
equivalent to the system of equations

¥ 1 [

Ty by | = =0;::;n—1

=1
Thus for every vectorb = (by;:::;h) [CA, there exists a unique vector
(Co;iii;Chm1) EEQ BecauseF (X)) is square-free the elements

}’k; k=0;::5;m—1, j=1;::0m
are pairwise distinct. From the property of the Vandermondematrix we
see that for every €;:::;cn—1) [H, there is at most one vectorb =
(ly;::: k) [CA. Taking into account the fact that [A] = p” = [FJ|, we
obtain the desired statement. 1

Now we are prepared to bound the sumS,(h) and W,(L).

with a; E10. Then for any integer h, 0 < h < (p — 1)=2 the bound
1
Sa(h)| = 2P1p"2(1+In p)"  pM”

flins]
holds.
Proof. From the identity (6) we derive
L1 1
(A E— I ] r ] TEE—
Sa(h) = — a(f € o (fv —w)

p f R Co,...,cn—1 OE}p UO,iiuri_l:—h |V:=|O

1 I 1 — T

p Co,--vy Ch—1 Da) uo,..., Un—1=—h v=0 - 1

x a(f L—)b afy
f R v=0



wheref (X) = fo+ f1X + 1214 f,_1X""1. From Lemma 1 we see that for

any vector (Cp;:::;Ch—1) EEQ there exist a vectorb = (by;:::;b) A such
that
1 n — 1
a(f % cfy = a(f q—‘ b(f)
f (R v=0 f R
11 1
= e(Trj (af € )+ f ( ;)
f[RIj=1

From the isomorphism (4) it follows that asf runs over the setR "% 'the vector
(F(1);::5f( 0) runs over Kbk o x KE Sincef 5 ) = (f ()7,
] =1;:::;r, we have

1

1 n I | | Ol 1 [
a(f e ofy = E e Trj ajx;  + bx;
f [RI v=0 x; ORI %, OKEj'=1
| I | I— I 111
= e Try ayx; '+ bx;
j:lXjDK]jl:l

Sums withj ILJl we estimate trivially as p™, and for sums withj [Jl we
use the Kloosterman bound (see Theorem 5.45 of [3])

| — T R 1 .
e Tr; anj_1 + ij ES 2p”1/2;
 OKG— ]
Thus
g a(f e ) o fy E@ 211 I:pl’lj :'pnjlz = 23172 %'/2:
R v=0 jm;I] j (| jIDII
Applying the inequality (7), we obtain the desired result. ]

with a; £10. Then the bound

Wa(l_) < 2nl/23|J |/2pn|L|3/4 %&4
joaa

holds.



Proof. From the Cauchy inequality we derive

I _|] 1
Wa(L)?> < p" a(f%
G[RI

= p" a(fy+15)
GIE:mlfl,fz D:(JF'

SITTTT

L1

1 1
< p" Bl + a(fi -1y
GEEWLQEEE

151

1

" BeHL + a((G+ ) (G+ 1)

1.2 [CIG [R]
f1Ef)

where Hmeans that the sum is taken over all polynomial& [R for which
both G+ f; and G + f, are invertible. From the isomorphism (4) it follows

a(G+ ) (G+12)H)

GIRI
1

= e Trj & (G( )+ fi( i) —a(G( )+ f2( )"

G R I= e f
= e Trj aj 2( J) l( J)
(X1,eeeXe) (B} 5, i=1 X+ F20 (x5 + f2( 5))
—1 —1 — fo( ) —Ffi( ;)
= e Trj g 22 J 10
i=1x; ORy\{—F1(05),—F2(0)} (X + F20 (x5 + f2( 5))

For j ILJl, we bound the inner sum trivially by p"i. Let J¢, ¢, [l be the
set ofj [ for which f1( ;) 8 f2( ). Forj [=I\J¢ ¢, We can again
bound the inner sum byp™. Thus we have the estimate

E[ TG+ )L (G4 fz)EfE

G[RI



- I I L]
_ o | E— e T a fo ) —Fa( ;) =
- - J ] L
3 E34, 1, 5 ORG\{—F1(0g) —F2(a)} 5+ T2 )G + T2 5) - O
< phi:
jm;ﬂl,fz

For sums with j 3¢, ¢, we use the Weil bound (in the form given in [4])
which yields

S e f (T
e TI’J aj 2( J) l( J) %s 3pnj/2;
Oy \{—1.(05), —F2(05)} (xj+ f20 )X+ f2( §)) O
thus
?‘ 1 1
a a((G+ 1) (G+ fzﬁE < 3Pnwl phi’2 o
G Rl J (INF) ,F: jml,fz
< 39 Ipn/2 pnj /2
JOJ4, ¢,
= 3|J|pn/2 pnj/2 I Ipnj/2:
jon JLONI¢y 1,

Now let T(m) be the number of pairs {;f,) [CLF, f, & f,, such that

1
nj = m: (8)
LD\ Ig f,

Collecting together the previous estimates, we obtain
1 1

Wa(L)? < p GErL|+3P1pe e Ty
JLIINE] m=0

It is obvious that for any pair (f;f,) CLP, f, 8f,, we have

%
Fj 1 —f2:
jEDJfl’fz

Thus for eachf,; [ there are at mostp"™™ polynomials f, [1I satisfy-
ing (8). HenceT(m) < p"~™|L|. Using this inequality for p™ = p"|L|~* and
the trivial estimate T(m) < |L|? otherwise, we see that

T(m)p™? < p™?IL]*%,  m=0;:::;m
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Hence —1 1
1
Wa(L)? < p" L|L |+ (n + 1)3PIp" L[> — ph72 ]
jII
Taking into account that the rst term never dominates, we oltain the desired
result. 1

Clearly, for special setd_ that admit stronger bounds forT(m), one can ob-
tain better results. For example, let us denote bR the set ofpX polynomials
f [CH of degree defj<Kk .

Lemma 4 Leta=(a;;:::;a) CAand let 3 [CLA;:::;r} be the set of |
with a; £10. Then the bound
1 il
Wa(Rk) < pk+n @ + 3|J|+1p—n/2 I%‘/2 —1
jmo
holds.
Proof. It is obvious that if m < k then for eachf; [CHy there are at most

p“~™ polynomialsf, Ry, f, & f,, that satisfy (8). HenceT(m) < p*™,
and as in the proof of Lemma 3, we derive

1
I 1 ket
Wa(R)? < p" L + 3N Igeken/z. T gmize T p=m/2 ]
[JIINE] =0
- ] m —
1
J| 2k+n/2 2
= p" "+ W 3 Ipk*n phi’/2 1
1l j T
! 1
1
J | 2k+n/2 2
= p" "+ 173_1/23| Ip?k*n pi/2 L1
L1 i —
< p" LEktn 4 31+t p2kens2 I%‘/2 1
JQIINE
The result follows. ]



3 Distribution of Inverses

Given a polynomialg [CR and an integerd, we denote byN(g;d;h) the
number of polynomialsf [CR(h)“~5uch that degg—f H'< d.

Theorem 5 The bound

@(g; - S B 5 (n "

holds.

Proof. Obviously, N(g;d;h) = p~9T(g;d; h), where T(g;d; h) is number of
representationsf == g+ —' with f [R(h)~and polynomials’; [R of
degree at mostd — 1. From the identity (5) we derive

T(g;d;h) g+ — )

1
E - [CHURRS] Al
[RT W
f h) deg ¢,deg y=d—1 a

a(—9) a(f !

a('_)

n
p alAl fR(h)™ deg ¢?c’iggtll?;d_l
1 C—1 | I | L 1 ,
_ E a(_g) a(f '5" a( )
alAl f [R(h) deg b1

The term corresponding toa = 0 is equal top?® "|R(h) ! For any nonempty
setd [{A;:::;r}, let A; be the subset ofA consisting ofalla = (a;;:::;a)
with a; = 0 for all j ILJl. From Lemma 2 it follows that

Tgan- B

s [TT0T]
g —

T

l

EEREECE

1
<
pn
J [ {1...,r} alA} ¢
Jer1 ago0 deg ¢p=d—1
n =
<(1+Inp) I 2'|J| — =] '(.) .
- pn/2 p ] a .
J o{D...,r} jm aay [ ¢
JEL] a=0 deg ¢p=d—1



It is easy to see that

—Ea 1
= JWE
a3 _deq’l:Bj

g p=d—1

11 1
o
o1

o[ TTTIIT]

— _p2d+
alA} ;
1
= _p2d+ al — )
deg ¢?c§g};®us a1 2 [Ab
— _pn2d ' _
= —p~ + e(Trj(aC ()— )
SWIRl  alA} jLI
deg ¢, deg Y=d—1
PR e |
= p + U pJ’

j 1

whereU is the number of pairs’; [R with deg'; deg =d-—1 (thatis,
5 [Ry) and such that' ( ;)= ( ;) forall j [CJl. Since this condition
is equivalent to the polynomial congruence

L1
“(X)= (X) (mod  Fi(X);

jL3a
we derive that
L1 1
Epld p™i; ifd= nj;
U= joom joom
%; otherwise
Hence, in either case
1 1
Os—p*+U  pu=p’ pY;
jco jcom
and we derive the inequality
C_ =1 1 g 1
: a(")H=p"  p: (9)
arfay [ ¢ jom
ag0 degéd=d—1
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Thus

|R(h2)0| - (1+In/£))”pd I ZTJI I pnd/Z [ pnj|
n— pn

I D...r} JlinE jcm
J=E1

(9;d;h) —

- (1+|n p)n d 2|J| pnj/2
J 1....r} i

[ 1

C L]
= (1+In p)npd:l 1+2pnj/2 —1C 1

i=1
- -

1
< 2@+t 1Y S5

™ T
< 2@+t 1t o

Therefore

< 2'(1+In p)n 1+

n/2.

2pl/ 2 p

One easily veri es that
- -

2l+Inp 1+ < 5Inp

2p1/2

for p = 3 and the theorem follows (ifp = 5, we can replace 5 by 4 in the
preceding inequality). 1
In particular, we see from (3) and Theorem 5 that for any > 0, there exists
a constant po(") such that for p = po(") and h = max{n'*¢;p/2*¢}, the
asymptotic formulaN (g; d; h) [C(Zh+1)"=p"~¢ holds for anyd < (1—3")n=2.
Given polynomialsg; G [(R, a setL [R and an integerd we denote by
N (g;d; G;L) the number of polynomialsf [T such that degg—f H'<d.

Theorem 6 The bound
1 1

LI

! L
- Mg: d:GiL) — el nfquEs 2n*/230 L
P 6w p
holds.
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Proof. Asinthe proof of Theorem 5N (g;d; G;L) = p~9T(g; d; G;L), where
T(g;d; G;L) is number of representationd “= g+ —"' with f [I5'and
polynomials’; [R of degree at mosd — 1. Again we have

%(g;d;G;L)— g:fjiE
1 [ 10

| 1 1
. = a(f (')A
p J D...,r} alAy f[@l ¢ =1

Je] aZ0 deg p=d—1

=

Thus, from Lemma 3 and the inequality (9), we derive

“HdeL) - gﬁ,a

GI[KI

LT

I 1 I 11 1
< 2nl/2|L|3/4 I:31J |72 pnj/4 a(l )E
3 Lo} Hiing a =

&y [ ¢
JeEL] deg p=d—1

< onV2|L P/ Aptn/e L 3I|J 172 /4
J E{Ill:lr} jCco
g -
=2 nl/2|L|3/4pd+n/4 :Iﬁ_'_ 31/2p3nj/4 I:I_ 1 1
j=1
< 2n1/23n/2||_|3/4pd+n |1?+ 3—1/2p—3nj/4

j=1
(|

< 2nl/23n/2|L|3/4pd+n 1+ 3—1/2p—3/4 .

From the inequality ] -
31/2 1+3—5/4 <3 (10)

the theorem follows. —1

Finally, we use Lemma 4 to obtain a similar statement for setRy.

Theorem 7 The bound
1 1

1
1 (9;d; G;Ry) —

|RD|ES'7_H1'
= 3 P+ 3"

pn

LI

o
P e

holds.
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Proof. Using the inequality (x + y)/2 < x'/? + y/2 and applying Lemma 4,
we derive as in the proofs of Theorems 5 and 6

1 R
[(9:d; GiRW) — 'pnk_’i'E

L1 L1

|
I

L T 1 I ] I 1
K—n —K/2 nj 1/2 J|/2 3Nn;/4
=p P pM +3 3V p°hi
Jm....r} jLI J {D....,r} joo
JE] REIm

L1 L1

1
< pk—n @/2 % pnj)+31/2 Il?_{_ 31/2p3nj/4 1

=1 j=1
1 1

= L1 o 1
< pk—l’l @-k/Z 1+ p—l’lj + 3(n+l)/2p3l’l/4 1+ 3—1/2p—3nj/4 1
j=1 j=1

k—n (L -—1[;] n—k/2 (n+1)/2 —1/2 —3/4\n ~3n/4
=p 1+p p +3 (L+377p )"

+pt T2 4 321 4 3=1/2=3/4 N pkn/4,

From the inequality (10) the theorem follows. 1

4 Remarks

It is easy to see that for larger values g the constants in the above estimates
can be slightly improved. For example, ifp = 5 the bound of Theorem 5
holds with 5" replaced by 4. If p= 7, the bounds of Theorems 6 and 7 hold
with 3" replaced by 2 and with (4=3)" replaced by (&7)" (in Theorem 7).
Moreover for any” > 0 there existspy(") such that for p > po(") one can take
(2+ ")" instead of 3 in Theorem 5, (3“2 + ")" instead of 3' in Theorems 6
and 7, and (1 +")" instead of (43)" in Theorem 7.

As we have mentioned, it would be very important to obtain radts about
the distribution of inversesf 5'f [CH(h)%for smaller values oh. The case
F(X)= X"—1is of primary interest.

It would also be interesting to estimate the number of [CR(h)“~5uch that
f “[CR(H) for the smallest possible values di and H. The techniques of
the present paper can be used to derive such results in the eashereF (X)
is an irreducible polynomial (andh-H = p*/2*¢), but it is not clear how
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to approach a more general class of polynomials, includinge polynomial
F(X)= X"—1.

Finally, it would be of interest to study residue rings modub arbitrary poly-
nomials F (X ) that are not necessarily square-free.
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